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— No security, no trust

— No trust, no fairness

— No fairness, no transaction
— No transaction, no money
— No money, no talk



— % f'ﬂ:}ﬁi’—k(f}l—krl LE
T Yy

i F)



2
7% AE%
7% > (data security )
— 1970s
— v ﬁ'é’:%:}ijﬁ
kx> (system security)
9805 2> p it
- R apd
L% > (network security)
— 1990s > et
— X B R
ErhB M ERE L > (web & wireless network security )

- 20005 > Mi
— RB* k% >N E % 2> (content)
I 2 2+ 5 % > (ubiquitous computing security )
- 2005? 20107 > u'*
- MERFEAAHEE S > g5 ®E (privacy)
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mCIA + NR
— 1% % 1+ (Confidentiality) — F 3
— = B (Integrity) — 322 % 3%
— ¥ B~ % M (Avallability) — % 3tPRF%
— @ 1+ (Authenticity) — i = & §4
— 2 ¥ % 2% (Non-Repudiation) — f& *
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= ¢ ¥r(Interruption) — ¥ * 4 (availability)
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sure % FR7x(Denial of Services, DoS)
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= # B (interception) — % & % (confidentiality)
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= 7 :g (fabrication) — #%] |4 (authenticity) -
2 ¥ E M (non- repudlatlon)
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m i< %Y (software)

— ZEHE S T B
m 7 %8 (hardware)

—_ %’;F_Jljtri ~ ?E?»)}" 4I‘i
m 7 f(data)

— B R S T B
m * [ (people)

— FHE 2 T E R
m 7% S5 (procedure)
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7% 23T 8 - SCP model

minimal
cost requirement

. security
C: cost
P: performance

minimal
performance requirement
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Z TR E - 3W model

= Know-What - for end user
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= Know-hoW - for engineer/designer
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. Know-Why —> for administrator/decision maker
— KB 2% 2 b ‘& & BF 4 47 (impaction analysis)
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m < >4 (capability)
— Capability = Hardware + Software + Data +
Application (Procedure) + People

m AR Y
— & >4 VS G ST
£ > (FHIEF VS mis )
> % & » (target orientation)
—EEF A AR R E
Bl % a4 +F 4% > (controlled security )
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mA 2> A+ > A+t
— Awareness(zi ). A
» P (A ) gt (R A )
— Accountability( =): A+
cE - mFE ARG AT EFR
— Alllance(Z% g ). A++
c FFEEE (RP > A F )
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